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A time series Kalman filter (TSKF) is proposed that successfully handles outlier detection in dynamic systems, where
normal process changes often mask the existence of outliers. The TSKF method combines a time series model fitting pro-
cedure with a modified Kalman filter to deal with additive outlier and innovational outlier detection problems in
dynamic process dataset. Compared with current outlier detection methods, the new method enjoys the following advan-
tages: (a) no prior knowledge of the process model is needed; (b) it is easy to tune; (c) it can be applied to both univar-
iate and multivariate outlier detection; (d) it is applicable to both on-line and off-line operation; (e) it cleans outliers
while maintains the integrity of the original dataset. VC 2014 American Institute of Chemical Engineers AIChE J, 61:

419–433, 2015
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Introduction

In the process industries, the development of cheap elec-
tronic storage devices allows engineers to access a wealth of
high-frequency sampling data without compression, but it
also poses a new challenge for process engineers on drawing
valuable information from gigabits of stored data. A direct
solution is to go through a knowledge discovery process that
includes data cleaning and integration, selection and transfor-
mation, data mining, evaluation, and presentation steps.1

Since data cleaning is a fundamental step for knowledge dis-
covery, it is necessary to explore fast and effective data
cleaning methods.

One of the most important work in data cleaning is to
remove outliers which might compromise model behavior,
parameter estimation, and data analysis results. In a statisti-
cal sense, an outlier is defined as an observation or a subset
of observations that exhibits an inconsistent behavior with
the remainder of the set of data.2 In the process industries,
outliers might be generated by malfunction of sensors, or
human-related errors such as inappropriate treatment of miss-
ing data. Outliers should be removed before mining steps
such as data reconciliation and gross error detection,3 regres-
sion,4 and system identification.5,6

If outliers only occur within a single variable context,
they are called univariate outliers; in contrast, multivariate
outliers occur when combinations of variables cross a certain
boundary. Multivariate outliers are commonly treated as uni-

variate ones for simplicity but applying such a procedure has

several disadvantages.7 First, outliers in one variable might

be caused by abnormalities in other variables, and ignoring

such a possibility will give rise to over-specification of num-

ber of outliers. Second, an outlier with moderate size that

affects all variables might be masked by process changes in

univariate detection procedure, so it is necessary to take into

consideration interactions or joint dynamics between

variables.

Outlier detection differs from noise removal because the
noise filters contain certain reconciliation procedures that
will compromise the integrity of normal observations. Out-
lier detection methods only identify and replace outliers
based on analysis on normal data behavior, and no interpola-
tion or approximation is applied on normal data.

A key assumption underlying many statistical outlier
detection methods2,8–11is that the data are identically and
independently distributed (i.i.d.), which is often compro-
mised by dynamics hidden in time-varying datasets. A
related issue is how to differentiate process dynamics and
outliers. Traditionally, a moving window technique is
applied, which assumes that data in a small enough moving
window can still be treated as identically and independently
distributed. However, applying moving window techniques
does not always give satisfactory results, especially when the
variations in the dataset are significant, and it is always com-
putationally expensive for large datasets. Another solution is
approximating variations in the data by time-series models,
such as an autoregressive model (AR), and then separating
observations that are inconsistent with the imposed model
using outlier detection techniques proposed in the time series
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literature, such as likelihood-based methods.7,12–18 However,
those methods are only applicable to small datasets with a
small number of outliers; besides, there is a lack of discus-
sion on industrial applications and related parameter tuning
issues. The on-line filter-cleaner19 has been applied to uni-
variate outlier detection in an industry dataset, and outper-
forms other time series outlier detection methods in
robustness and efficiency. However, the filter-cleaner19 can
still be improved in several aspects such as the model fitting
algorithm, parameter tuning, and an extension to the multi-
variate cases. Besides, since off-line data analyses are more
encountered in practice, it is useful to develop a related off-
line outlier detection method. Finally, detecting innovational
outliers (IOs), which are commonly encountered in dynamic
processes, is also worth studying.

The article is organized as follows: Basic concepts in out-
lier detection section is an introduction of basic concepts in
outlier detection, time-series model fitting algorithms, and
model order selection criterion. Outlier detection in time
series data section provides a review of outlier detection in
time-series data. Time series Kalman filter section describes
the time series Kalman filter (TSKF) with both off-line and
on-line versions, and related parameter tuning. In Simulation
testing results, both univariate and multivariate datasets are
simulated for on-line and off-line testing. For additive outlier
(AO) detection, the univariate results are compared with the
on-line filter-cleaner19 and the Hampel identifier8; the multi-
variate results are compared with principal component analy-
sis (PCA), and dynamic PCA methods,20,21 which detect
outliers based on the Hotelling’s T2 metric.22 For IO detec-
tion, the univariate and multivariate results are compared
with the Hampel identifier and dynamic principal component
analysis (DPCA) & PCA methods, respectively. In Plant
data testing results section, actual plant data are used to test
the TSKF method. Conclusions and future work are shown
in Conclusion and future work section.

Basic Concepts in Outlier Detection

Robustness and breakdown points

For outlier detection in i.i.d. datasets, the location and the
scatter estimation are critical steps for almost every statisti-
cal method. In univariate cases, one pair of commonly used
location and scatter parameters is the sample mean l and the
variance r2, another pair is the median med and the median
absolute deviation MAD, and they can be calculated based
on Eqs. 1 and 29
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in which A½ � rounds A to the nearest integer less than or
equal to A, and x1:N ; :::; xN:N are the ordered sequence of

xtf g.
Well-known outlier detection methods based on above

location and scatter estimates are the 3r edit rule and the
Hampel identifier,23 the detection conditions of which are
shown in Eqs. 3 and 4

jxt2lj > 3r (3)

jxt2medj > g N; aNð ÞMAD (4)

where g N; aNð Þ is a function related to observation numbers
N and significance level aN . Both location and scatter param-
eters are affected by the outliers, and to estimate the robust-
ness of a method against outliers, the concept of breakdown
point was proposed by Hampel.8 The breakdown point was
defined as the smallest percentage of outliers that an estima-
tor could withstand. Outliers affect the estimators in two dif-
ferent ways: (1) the masking effect, which affects the
estimator’s capability to detect certain outliers; (2) the
swamping effect, which leads to normal data mistaken for
outliers. Correspondingly, the breakdown points can be cate-
gorized as masking and swamping breakdown points.24 For 3
r edit rule, its masking breakdown point is 1= N11ð Þ and
swamping breakdown point 100%, which suggests outliers
are likely to protect themselves from being detected, but
once being detected as an outlier, it will not be a false alarm.
For the Hampel identifier, its masking breakdown point is
50%, and its swamping break down point approaches 50%
when the sample size increases. In practice, the Hampel
identifier is considered as a robust method for removing uni-
variate outliers in i.i.d. datasets. A self-regulatory method is
proposed which can robustly estimate mean, variance, and
detect univariate outliers for different large datasets.25

In multivariate cases, the reweighted minimum covariance
determinant (MCD) estimator10,11,26 has a masking break-
down point of 50%, making it a desirable choice in outlier
detection and estimating the location and scatter parameters
in multivariate i.i.d. datasets. If the time-dependence
between observations of variables is not considered, there
are other ways to remove multivariate outliers, including the
closed distance to center combined with the ellipsoidal mul-
tivariate trimming method,27 proposed (PROP) function-
based method,28 iteratively reweighted partial least squares
(PLS),29 maxiumum correntropy estimator,30 self-organizing
map,31 and PCA.

Contamination rate, detection rate, misidentification
rate, and normal data estimation rate

The contamination rate j is defined as the percentage of
outliers in total data, and the detection rate v is defined as
the percentage of outliers being successfully identified. The
misidentification rate b is defined as the percentage of nor-
mal data falsely tagged as outliers (type I error), and c is
defined as a prior estimation of the percentage of normal
data in the original dataset. Normally, c is set to be larger
than 80%; otherwise, the data will be considered as of poor
quality and useless. Mathematical expressions for j, v, b,
and c are shown in Eqs. 5–8

j5
Noutliers

Ntotal data

(5)

v5
Nsuccessfully identified

Ntotal outliers

(6)

b5
Nfalse alarm

Nnormal data

(7)

c5
Nnormal data

Ntotal data

(8)

Based on the definition, j55% in a dataset with 10,000
observations means the number of actual outliers is 500. To
simplify the verification process of detection methods, we
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are using simulated datasets with outliers added at every
20th sample points.

Univariate AR fitting

In practice, many discrete random processes can be
approximated by a stationary ARMA (p, q) model shown in
Eq. 9
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where p, q are model orders, /i; hi are coefficients, �i is the
white noise of the model, �t � N 0;r2

�

� �
, and z21 is a shift

operator.32

Based on the Wold decomposition theorem33 and Kolmo-
gorov’s theorem,34 any ARMA process can be represented
by an AR process of infinite order. Thus, a feasible solution
is to fit an AR (p) model as shown in Eq. 10 to approximate
the changes exhibited in the ARMA process
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Three different methods are commonly used in estimating
/i in AR (p) model shown in Eq. 10: the least-squares
method, the Yule–Walker method, and Burg’s method.35 The
previous two methods involve an inverse of the auto-
covariance matrix step, while the Burg’s method calculates
the reflection coefficients and then applies Levinson recur-
sion to obtain the AR parameter estimates. De Hoon et al.36

compared the above methods and presented simulation
results showing that because the first two methods invert an
auto-covariance matrices which can be poorly conditioned,
Burg’s method is preferable to the least-squares and the
Yule–Walker approach.

Multivariate (vector) autoregressive model fitting

For Multivariate (vector) autoregressive (MVAR) model
fitting, an extension of Yule–Walker method to multivariate
cases can be applied37 as well as the multivariate Burg’s
method.38,39 A new estimator (Arfit) has been proposed,40,41

and by comparing the above multivariate estimators, the
multivariate Burg’s method still outperforms the others.42,43

Model order selection

When selecting a model order, a balance has to be made
in between improving the coefficient of determination R2

and a prevention of model over-fitting. For AR model order
selection, a commonly used criterion is the Akaike informa-
tion criterion (AIC)44 shown in Eq. 11

AIC pð Þ5N log q̂p12p (11)

Another way to select model order is the Schwarz’s
Bayesian information criterion (BIC) shown in Eq. 12,45

which can be applied in both AR and MVAR models

BIC pð Þ5 lp
m

2 12
np

N

� �
log N (12)

where p is the model order, m is the number of variables, N
is the number of observations, np is the number of model
parameters, and

lp5log det N2np

� �
q̂p

� �� 	
(13)

q̂p stands for residual covariance matrix, det :½ � calculates
the matrix’s determinant. The QR factorization algorithm is
applied in evaluating q̂p, and a regularization term dD2,
where d is a coefficient and D2 is a positive definite diagonal
matrix, is added to deal with the situation when q̂p becomes
ill-conditioned.40,41

For the univariate case, m 5 1, and

lp5log j N2np

� �
q̂pj

� 	
(14)

Because no AIC calculation equation has been found for
multivariate cases, the BIC is used in the new algorithm.
Normally, the best model order corresponds to the lowest
BIC or AIC value. The outliers will contaminate the dataset
and give rise to a large model order p. Thus, a prewhitening
procedure is needed to reduce the outlier effects on model
order estimation. After prewhitening, a small p usually suffi-
ces, similar results have been reported.19 In this article’s
simulation study, p is selected to be 2.

Outlier Detection in Time Series Data

Univariate outlier detection

Since dynamic data are time dependent, it is worth explor-
ing techniques used in time series analysis to detect outliers
in dynamic systems. There are two basic types of outliers in
time series models shown in Eq. 9, the AO and the IO,
defined by Eqs. 15 and 16, respectively
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t 1xt (15)
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where d Tð Þ
t is a pulse function: d Tð Þ

t 51 if t 5 T; d Tð Þ
t 50 if

t 6¼ T. vt is an outlier. From the above equations, we can see
that AOs affect the observed time series only at time T,
while the IOs impact a finite number of observations in a
stationary process. If the time series is not stationary, for
example, observations follow an autoregressive integrated
moving average (ARIMA) model, the IOs will permanently
affect the observations and lead to new types of outliers
such as a transient level change (TC) or permanent level
shift(LS).13,32 In practice, the AOs are likely to be caused by
inappropriate treatment of missing data, and the IOs are
likely to caused by process disturbances. In this article, the
AO detection and IO detection in stationary ARMA and
VARMA processes are discussed.

Generally, four types of methods have been developed for
univariate outlier detection in a given time-series dataset.
The first kind is the likelihood-based methods: they detect
outlier based on maximizing likelihod functions. The first
likelihood-based method is developed by Fox14 for single
outlier detection (AO, IO) in the autoregressive (AR) pro-
cess, and it is then modified for AO and IO detection in the
ARIMA process,12,16,18 and for detecting TCs or LSs.13,16,18

Since the likelihood function is key to Bayesian inference,
Bayesian methods were developed to detect outliers based
on analyzing posterior distribution.46–48

The second type is the deletion diagnostic-based methods,
which involve a iterative deletion step and a diagnostic step.
They have been used for AO and IO detection in ARMA
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processes49 and ARIMA processes.50 The results obtained by
the likelihood-based methods and the deletion diagnostic-
based method are compared and shown to be very close.51

The third kind of methods is the influence functional (IF)-
based method, which involve evaluating certain IFs such as
the Mahalanobis distance. The methods have been applied to
detect AOs and IOs in AR processes52 and ARIMA
processes.53

The previous outlier detection methods have only been
applied to small datasets with only a few outliers due to a
high computational cost and difficulties in deriving metrics
such as the likelihood function. Moreover, none of them pro-
vides information on parameter tuning for different datasets.
The fourth type of method is the on-line filter-cleaner,19

which combines the time-series modeling with a AR model-
based filter-cleaner.54 The method has been tested in the pro-
cess datasets and obtained a good outlier detection result.
However, the method uses the Yule–Walker method to esti-
mate the model, which does not work well when the auto-
covariance matrices become ill-conditioned. In addition, the
method cannot be applied to detect multivariate outliers.

Multivariate outlier detection

Similar to the univariate case, there exist the same types
of multivariate outliers: the AO, the IO, the permanent LS,
and the TC. A common way to remove outliers in multivari-
ate datasets is to treat each component separately and apply
univariate outlier removal techniques. However, such a pro-
cedure fails to take into consideration the joint dynamics
between variables and leads to some multivariate outliers
being masked. For multivariate outlier detection in given
time series datasets, only a few methods have been reported.
The first kind are the likelihood-based methods, which have
been applied in detecting a level shift at unknown time in
general vector autoregressive (VAR) processes,17 and all
four types of outliers in a simple VAR process15 or a vector
autoregressive integrated moving average (VARIMA)
process.7

The second type of method is projection-pursuit based,55

which detects and processes multivariate outliers in some
projection direction. The method outperforms a direct testing
on original VARIMA processes.

A gentic algorithm (GA)56 has been reported recently to
detect multiple isolated and consecutive AOs in time series.
The iterative GA procedure detects outliers by searching the
chromosome which minimizes a certain fitness function and
is more flexible and adaptive than the sequential detection
algorithm.7

However, all methods shown above have only been
applied to small testing datasets with a low outlier contami-
nation rate (j < 5%), and there is no discussion about how
to tune related parameters.

The PCA method has been applied to detect multivariate
outliers. First, PCA decomposes the original dataset using
singular value decomposition shown in Eq. 17. Second, it
calculates the Hotelling’s T2 metric defined in Eq. 18, and
by monitoring such a metric, disturbances or abnormalities
can be detected and isolated if the metrics violate the thresh-
old calculated in Eq. 19

XPCA5URVT (17)

where X is the training data matrix with n observations and
m variables

t25xTVR22
a VTx (18)

where V contains the loading vectors associated with the a
largest singular values, Ra includes the first a rows and col-
umns of R, and x is an observation vector of dimension m

T2
a5

n21ð Þa
n2að Þ Fa a; n2að Þ (19)

where Fa a; n2að Þ is the critical point of the F-distribution
with a and n – a degrees of freedom, and a is the level of
significance.

However, the static PCA method fails to take into consid-
eration the serial correlation at different time instances, and
one way to improve the PCA method is to recursively sum
the last a few scores and construct new metrics.57 The
DPCA20,21 is another way proposed for detection and isola-
tion of process disturbances in time series data. The DPCA
augments each observation X matrix at time t with the previ-
ous l time instances, as shown in Eq. 20, and similar to
PCA, it decomposes XDPCA and detects outliers by monitor-
ing the Hotelling’s T2

XDPCA lð Þ5 X tð ÞX t21ð Þ � � �X t2lð Þ½ � (20)

where X tð Þ is the observation matrix at time instance t.

Time Series Kalman Filter

Inspired by the filter-cleaner19 (shown in Appendix), the
TSKF is proposed which differs in several aspects:

1. Burg’s model estimation is applied. In multivariate
cases, the auto-covariance matrices might become ill-
conditioned; thus, Burg’s method is preferred to the Yule–
Walker method.

2. Parameter estimation is directly obtained from the pre-
liminary clean dataset, which reduces efforts to get a robust
estimation of the auto-covariance matrix via reweighted
MCD.

3. Instead of applying the filter-cleaner54 which simul-
taneously detects and replaces outliers with related pre-
dicted values, the detection and clean steps can be
separated: for on-line use, the users can do both at the
same time, and for off-line use, they also can replace the
outliers after the detection process is finished, options are
available for applying the best imputation techniques to
replace the outliers for a specific application. In the new
procedure, for simplicity, neighboring normal points will
be used to replace outliers instead of using a model pre-
dicted value, because in practice, no actual model exists;
imposing a fitted model, although a robust one, will com-
promise the integrity of the original dataset and might
lead to a new spike such as shown in Figure 1 (close to
time point 600).

4. Besides the AOs, the simulation cases include IOs.
Both off-line and on-line versions of the method are pro-

vided. For simplicity, the method is written in the format for
multivariate outlier detection.

Off-line version

Given a dataset yt

� 	N

t51
, we can detect and replace the

outliers with the following steps:
1. Data partition: partition the dataset into M subsets,

yt

� 	Ni

t51
; i51; 2; :::;M.
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2. Prewhitening: for each subset yt

� 	Ni

t51
; i51; 2; :::;M,

prewhiten the data using the reweighted MCD estimator,
replace the outliers with robust center li, and centralize the
data with li.

3. Model fitting: based on the preliminary clean data
yc

t

� 	Ni

t51
,

3.1. (Optional) select the model order p according to BIC.
3.2. Calculate the model coefficients Ui based on Burg’s

method.
4. Outlier detection: for each subset yt

� 	Ni

t51
;

i51; 2; :::;M:
4.1. Reformat

Yt5HYt211Ut

yt5HYt

(21)

where

YT
t 5 yt; yt21; :::; yt2p11

h i
13pm

(22)

UT
t 5 �̂; 0; :::; 0½ �13pm; �̂ � N 0;Qð Þ (23)

H5 Im3m; 0; :::; 0½ �13pm (24)

H5

U1;m3m U2;m3m � � � Up21;m3m Up;m3m

Im3m 0 � � � 0 0

0 Im3m � � � 0 0

0 0 � � � 0 0

0 0 � � � 0 0

0 0 � � � Im3m 0

2
666666666664

3
777777777775

pm3pm

(25)

4.2. Predict

Ŷtjt215HŶt21jt21 (26)

Ptjt215HPt21jt21H
T1Q (27)

4.3. Update

Et5yt2HŶtjt21 (28)

St5HPtjt21HT1sI (29)

dt5

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ET

t S21
t Et

q
(30)

Kt5Ptjt21HT
t S21

t (31)

Ŷtjt5Ŷtjt211KtEt (32)

Ptjt5 I2KtHð ÞPtjt21 (33)

4.4. Detect
4.4.1. Set D50.
4.4.2. Find a number of n observations whose Mahalano-

bis distance dt � D.
4.4.3. Calculate the percentage of normal data

n5
Ni2n

Ni
(34)

4.4.4. If n � c,stop; else increase D by dD.
4.4.5. The outliers correspond to observations with Maha-

lanobis distance

dt � Dfinal:

Figure 1. Testing results of filter-cleaner and the Hampel method.19
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4.5. Replace: replace the outliers with neighboring normal
values.

On-line version

The on-line version of the method is very similar to the on-
line filter-cleaner19:

Given a data sequence at time, we can detect and replace
the outliers in the following steps:

1. Choose a dataset yt

� 	M

t2M11:t
with window size moving

window size (MW).
2. The prewhitening and modeling fitting steps are the

same as the off-line version.
3. Based on a preset threshold D, if the Mahalanobis dis-

tance dt � D, the observation is identified as an outlier.
4. Replace the outliers with neighboring normal values.
The new procedure keeps most of the original structure of the

Kalman filter58 unchanged, and only makes a few modifications
shown in Eqs. 29 and 30. In Eq. 29, the variance of observation

noise term R shown in Eq. 36 of the original Kalman filter is
deleted, which makes the new algorithm detect outliers without
changing the original observations. A Tikhonov regularization
term59 sI is added to deal with ill-conditioned covariance matri-
ces in multivariate outlier detection cases. If we add the observa-
tion noise terms back, Eqs. 21 and 29 become

Yt5HYt211Ut

yt5HYt1zt

(35)

St5HPtjt21HT1R (36)

where zt � N 0;Rð Þ.
A univariate version of the method is similar, except that

a univariate Mahalanobis distance is calculated as shown in
Eq. 37

dt5jetj=
ffiffiffiffi
st
p

(37)

As we can see from the method description shown above,
the TSKF method has a high computational cost largely due
to the outlier detection step, which tracks the variances of
each observation point. Such a step becomes even slower
when dealing with multivariate outlier detection cases.

Parameter tuning

An important evaluation standard for an outlier detection
method is whether contains tuning parameters. Table 1 gives the
tuning parameters for the implementation of the TSKF method.

For on-line use, since we have no knowledge of how to
preset the distance threshold D, we need to run a training
dataset and record the Mahalanobis distance dt, which can be
used to set the value of D.

Table 1. Tuning Parameters of the TSKF Method

Implementation Tuning Parameters

on-line distance threshold D; moving window size (MW)
off-line c; partition window size (PW)

Table 2. Brief Summation of Simulation Cases

Test Points Number

Models AO IO on-line off-line

ARMA(1,1) � � 10000 10000
VARMA(1,1) � � 1000 10000

Figure 2. Model order selection for AOs.

Simulation condition: ARMA (1,1), /50:9; h 5 0; Amp 5 4; j55%. [Color figure can be viewed in the online issue, which is avail-

able at wileyonlinelibrary.com.]
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For off-line use, we can set the c based on prior knowl-
edge of the raw dataset, such as c595% means we estimate
that the maximum amount of outliers in the dataset should
not exceed 5% of the total number of observations. c can be
tuned easily without repeating the recursion calculation of
the Mahalanobis distance dt.

Simulation Testing Results

For illustration, the on-line and off-line versions of the TSKF
method will be applied to both univariate and multivariate outlier
detection in the dynamic datasets. For simplicity, only the univar-
iate simulation process is described: following the approach used
by Liu et al.,19 we obtain data by simulating the AO and IO mod-
els shown in Eqs. 15 and 16; vt has equal probabilities being
1Amp or 2Amp (Amp is the amplitude of outliers); xt follows
ARMA(1,1) processes for univariate cases. The multivariate sim-
ulation process is the similar as the univariate one.

The univariate model was run with 10,000 test points for
both on-line and off-line cases. For processes with AOs, the
data are corrupted with outliers at different contamination
rates defined in Eq. 5. For processes with IOs cases, IOs are
added every 100th sample points in ARMA(1,1) processes.

The multivariate models are run with 10,000 test points
for off-line case and with 1000 test points for on-line case.
Similar to the univariate model, data are contaminated with
different rates of outliers for the AO process simulation. For
processes with IOs cases, IOs are added every 100th sample
points in VARMA(1,1) processes.

A summation of simulation cases is shown in Table 2. In
addition, for on-line testing, the MW is set to be 100, and for
off-line testing, the partition window size is set to be 1000.

Furthermore, although the definitions of outlier detection
rate v and misidentification rate b work perfectly for AO
detection, some modifications need to be made, as shown in
Eqs. 38 and 39, so that they can be applied to IO detection

vIO5
N

successfully identified d Tð Þ
t 51

N
total d Tð Þ

t 51

(38)

bIO5
N

false alarm prior to d Tð Þ
t 51

Nnormal data

(39)

As shown in Eq. 38, the vIO is defined as the percentage
of successfully identified locations of pulse function
(d Tð Þ

t 51) leading to the IOs. In simulation cases, the original
dataset is divided into subsets with 100 observations each,
and one pulse function is added on each subset. Based on
the definition of bIO shown in Eq. 39, any identified outliers
prior to the preset locations of pulse function d Tð Þ

t 51 within
each subset will be regarded as false alarms.

Model impact analysis and order selection

The cleanness of the preliminary clean data will affect the
performance of the outlier detection, and to demonstrate the
necessity of a prewhitening step, a detailed discussion is
given based on the simulation case: an ARMA(1,1) model
with /50:9; h50, and Amp 5 4.

The true model of the process is expressed as Eq. 40

120:9z21
� �

xt5�t (40)

We first estimate the model order based on BIC shown in
Eq. 12 for raw data of single MW (on-line) and prewhitened
data of single partition window size (off-line). Figure 2 shows
that the BIC results are not significantly affected by the pre-
whitening step; also a lower model order of 1 or 2 usually suffi-
ces. Thus, to prevent model over-fitting, the order is selected to
be 2 for both on-line and off-line implementation.

Next, we perform the TSKF method with a true model
shown in Eq. 40 and a estimated model based on raw data,
the simulation results are summarized in Table 3.

As shown in Table 3, surprisingly, applying the true
model can only obtain a slightly better result than the one
built on prewhitened data and raw data. A possible explana-
tion is that the Mahalanobis distance dt is not sensitive
enough and some changes of local variances caused by the
outliers are overshadowed by local process dynamics. In
other words, although some increases are shown in dt as out-
liers, they are not large enough to violate the threshold and
raise an alarm. Furthermore, excluding the prewhitening step
from the method can negatively affect the detection results,
although not significantly, because outliers affect the

Table 3. Model Impact Analysis, j55%

On-Linea Off-Lineb

bð=%Þ vð=%Þ bð=%Þ vð=%Þ
True model 85.40 2.04 78.37 1.05
Prewhitened data 82.34 2.11 75.47 1.17
Raw data 78.34 2.15 70.12 1.33

aSimulation condition: N 5 10,000; rep 5 500; MW 5 100.
bSimulation condition: N 5 10,000; rep 5 500; PW 5 1000, c595%.

Table 4. Additive Outlier Detection Rates for Data from ARMA (1, 1) Process at j55%

On-Linea Off-Lineb

Liu’s filter-
cleanerc TSKF Hampelc TSKF

Case No. / h D Amp bð=%Þ vð=%Þ bð=%Þ vð=%Þ bð=%Þ vð=%Þ bð=%Þ vð=%Þ
1 0.0 0.0 2.5 3 0.82 65.13 1.51 70.12 0.72 70.91 1.42 69.03
2 0.0 0.0 2.6 4 0.55 82.83 1.07 91.78 0.63 84.23 0.50 88.17
3 0.0 0.0 2.6 5 0.43 95.41 1.12 99.15 0.44 96.41 0.11 95.76
4 0.0 20.5 2.5 3 1.01 63.35 1.77 68.08 0.92 50.32 1.64 67.47
5 0.0 20.5 2.7 4 0.54 78.24 1.48 89.4 0.86 73.85 0.65 85.34
6 0.0 20.9 3.0 4 0.58 65.87 1.80 80.75 0.81 53.89 1.10 76.68
7 0.5 0.0 2.5 3 1.12 64.38 1.82 67.45 0.94 49.52 1.62 64.65
8 0.5 0.0 2.7 4 0.49 82.44 1.48 89.69 0.71 73.65 0.73 83.92
9 0.9 0.0 3.0 4 0.59 79.84 2.11 82.34 0.47 12.57 1.17 75.47

aSimulation condition: N 5 10000; rep 5 500; MW 5 100.
bSimulation condition: N510000; rep5500; PW51000, c595%.
cSome results come from Liu et al.19
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estimation of center l of the data, leading to a gap showing
between raw data and prewhitened data results.

ARMA(1,1)model

12/z21
� �

xt5 12hz21
� �

�t (41)

where /; h are coefficients, �t is the white noise, �t � N 0; 1ð Þ
and z21 is a shift operator.

AO Detection. The on-line and off-line AO detection
results for data from ARMA(1,1) processes are shown in
Tables 4.

From Table 4, we can see that for on-line outlier detection
rate v, the TSKF method obtains results close to Liu’s filter-
cleaner,19 and both work better than the Hampel identifier when
the process autocorrelation becomes high (shown in the first-
order correlation coefficient /). The result suggests that system
dynamics affect the Hampel identifier more significantly.

Moreover, a larger outlier size Amp will help the outlier
detection by increasing the outlier detection rate v, but it
will not necessarily decrease the misidentification rate b for
the TSKF method.

In addition, although detecting more AOs than the Hampel
identifier and on-line filter-cleaner, the TSKF method has a
higher misidentification rate b than the later two, and it
increases with a higher correlation /. Such a phenomenon
can be attributed to that D is set to be a constant value and

does not change as the process evolves. However, possible
metrics to monitor the process changes, such as the variance
and mean, will all be negatively affected by the outliers.
Thus, the auto-adjustment of D although may lower the mis-
identification rate b, will decrease the detection rate v, as
validated by several additional simulations.

Last but not least. Although the on-line and off-line results
of the TSKF method are close, it is worth mentioning that
the off-line results can be obtained much faster than the on-
line results since no moving window is applied.

Figures 3 and 4 show that the TSKF method is able to
detect more AOs in dynamic process than the Hampel
identifier.

IO Detection. The on-line and off-line IO detection
results for data from ARMA(1,1) processes are shown in
Tables 5.

By analyzing results shown in Table 5, we can see that sim-
ilar to the AO detection results in Table 4, the TSKF method
works much better than the Hampel identifier in IO detection,
especially when the process autocorrelation becomes high
(shown in the first-order correlation coefficient /).

Furthermore, for the TSKF method, the detection rates of
IOs do not show a lot of differences. Because unlike the
AOs, the effect coming from interactions between IOs and
the system dynamics, only lasts for a finite number of obser-
vations and is neutralized by a lower contamination
rate(1%). This makes the IOs more difficult to detect. Even

Figure 3. TSKF method for AOs.

Simulation condition: ARMA (1,1), /50:9; h 5 0;

Amp 5 5; j55%; MW 5 100. [Color figure can be

viewed in the online issue, which is available at wileyon-

linelibrary.com.]

Figure 4. The Hampel identifier for AOs.

Simulation condition: ARMA (1,1), /50:9; h 5 0;

Amp 5 5; j55%; MW 5 100. [Color figure can be

viewed in the online issue, which is available at wileyon-

linelibrary.com.]

Table 5. Innovational Outlier Detection Results for Data from ARMA (1,1) Processes

On-Linea

Off-Lineb

TSKF Hampelb TSKF

Case No. / h D Amp bð=%Þ vð=%Þ bð=%Þ vð=%Þ bð=%Þ vð=%Þ
1 0.0 0.0 2.6 5 1.06 74.08 0.33 73.98 0.18 72.72
2 0.0 20.5 2.7 5 0.84 75.54 0.45 69.02 0.17 72.58
3 0.0 20.9 3.0 5 0.98 72.64 0.75 56.21 0.22 68.97
4 0.5 0.0 2.7 5 0.77 74.44 0.44 67.17 0.18 72.56
5 0.9 0.0 3.0 5 0.32 72.67 0.61 13.88 0.18 72.12

aSimulation condition: N 5 10,000; rep 5 500; MW 5 100.
bSimulation condition: N 5 10,000; rep 5 500; c599%
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though the IOs have amplitudes of 5, the TSKF method can-
not guarantee a 100% IO detection rate v every simulation
run, and sometimes the detection rate v is only close to
50%. Thus, the average detection rates are less than 80%
and the differences are negligible.

In comparison with Figure 3, Figure 5 exhibits that unlike
the AOs, the IOs will impact a finite number of observations
afterwards. Compared with Figure 6, Figure 5 also illustrates
that the TSKF method is able to detect more IOs than the
Hampel identifier.

VARMA(1,1)model

I2Uz21
� �

xt5 I2Xz21
� �

�t (42)

where U;X are coefficient matrices, �t is the driving noise of the

model, �t � N 0;
1 0:5

0:5 1

� �
 �
and z21 is a shift operator.

AO Detection. The on-line and off-line AO detection
results for data from VARMA(1,1) processes are shown in
Table 6.

As for parameter settings, based on additional simulations,
increasing the model complexity by choosing a larger parameter
l does not obtain a better performance. The parameter a is cho-
sen to be 2 for on-line and 3 for off-line to ensure the DPCA
model captures close to 90% total variance of the dataset and to
prevent model over-fitting at the same time. Although increasing
the significance level a will help raise the detection rate,

Figure 5. TSKF method for IOs.

Simulation condition: ARMA (1, 1), /50:9; h 5 0;

Amp 5 5; MW 5 100. [Color figure can be viewed in the

online issue, which is available at wileyonlinelibrary.

com.]

Figure 6. The Hampel identifier for IOs.

Simulation condition: ARMA (1,1), /50:9; h 5 0;

Amp 5 5; MW 5 100. [Color figure can be viewed in the

online issue, which is available at wileyonlinelibrary.

com.]

Table 6. Additive Outlier Detection Rate vð=%Þ for Data from VARMA (1,1) Process at j55%

Amp

Amp

� �
On-Linea Off-Lineb

Case No. U X D TSKF DPCA(I) PCA(II) TSKF DPCA(III) PCA(IV)

1 0.0 0.0 3.2 3:0
3:0

� �
90.22 71.82 72.24 88.32 45.16 66.57

2 0.0 0.0 3.2 4:0
4:0

� �
97.11 86.92 88.72 93.74 66.93 87.11

3 0.0 0.0 3.2 5:0
5:0

� �
100 95.72 95.78 97.60 81.79 96.27

4 0:5 0

0 0:5

� �
0:5 0

0 0:5

� �
3.5 4:0

4:0

� �
98.22 87.12 89.88 93.69 66.74 87.39

5 0:5 0:5
0:5 0:5

� �
0:5 0:5
0:5 0:5

� �
3.5 4:0

4:0

� �
95.56 87.80 89.06 93.72 66.75 87.41

6 0:9 0:1
0:1 0:9

� �
0:9 0:1
0:1 0:9

� �
3.3 3:0

3:0

� �
88.47 69.02 71.42 85.21 45.24 66.33

7 0:9 0:1
0:1 0:9

� �
0:9 0:1
0:1 0:9

� �
3.3 4:0

4:0

� �
94.22 87.52 88.66 93.64 66.57 87.38

8 0:9 0:1
0:1 0:9

� �
0:9 0:1
0:1 0:9

� �
3.3 5:0

5:0

� �
99.11 95.22 95.78 97.62 81.84 96.35

aSimulation condition: N 5 1000; rep 5 100; MW 5 100.
bSimulation condition: N 5 10,000; rep 5 100; PW 5 1000; c595%.
(I) Parameter setting: a50:01; l 5 1; a 5 2.
(II) Parameter setting: a50:01; a 5 1.
(III) Parameter setting: a50:01; l 5 1; a 5 3.
(IV) Parameter setting: a50:01; a 5 1.
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especially during off-line implementation, it will significantly
affect the results by leading to a much larger misidentification
rate b (larger than 10%). Thus, a was chosen to be 0.01.

By analyzing results shown in Table 6, we can see that
the TSKF method generally obtains a higher outlier detection
rate v than the DPCA and PCA method. Surprisingly, the
DPCA method does not obtain as good detection rates as
PCA, especially during off-line implementation. Such a
result can be largely attributed to that without a prewhitening
step, an outlier contamination rate of 5% will severely dam-
age the serial correlation in augmented matrix shown in Eq.
20 and lead to inaccurate t2 results.

Moreover, a larger outlier size Amp will help the outlier
detection by increasing the outlier detection rate v, while
increasing autocorrelation U will negatively affect the outlier
detection results.

Figure 7 shows the on-line multivariate AO detection
results of the TSKF method for a VARMA(1,1) process. Fig-
ure 8 shows the Hotelling’s T2 record on the first moving

window of the DPCA method, it needs to be pointed that
although time points 40 and 80 are missed, they can be suc-
cessfully detected in moving windows afterwards.

IO Detection. The on-line and off-line IO detection
results for data from VARMA(1,1) processes are shown in
Table 7. It is found that the DPCA with a significance level
a50:01 obtains desirable results for both on-line and off-line
cases. In addition, the parameter a is chosen to be 3 and l to
be 1 for the same reason discussed in univariate outlier
cases.

Furthermore, for the same reasons as discussed in
ARMA(1,1) cases, IO detection results of TSKF, PCA, and
DPCA in Table 7 are close and close to 75%. It is worth
mentioning that the PCA and DPCA methods are faster than
the TSKF method in obtaining the results.

Figures 9 and 10 show the multivariate IO detection
results of the TSKF method and the DPCA method for
a VARMA(1,1) process, respectively. Comparing these
two figures, we can see both methods correctly identified
the location of pulse function in the first moving
window.

Summary and discussion of simulation testing results

Based on the simulation results, we can see that while the
AOs only affect single observations, IOs will have an impact
on a finite number of observations after they appear. A
larger autocorrelation contained in the process data will neg-
atively affect the detection results, while a larger outlier size
will help the outlier detection.

Furthermore, although the interactions between IOs and
the system dynamics make them more difficult to be
detected than the AOs, a desirable detection rate v can still
be obtained if the contamination rate j is low and the ampli-
tude of IOs is high.

Although only the outlier detection results of ARMA(1,1)
and VARMA(1,1) processes are shown, the TSKF method
works well for higher order stationary process data, such as
ARMA(2,1) and VARMA(2,1). The TSKF method works
better than the Hampel identifier, PCA and DPCA methods

Figure 7. AO detection results obtained by the TSKF
method.

Simulation condition: VARMA(1,1); on-line; case

No. 5 5. [Color figure can be viewed in the online issue,

which is available at wileyonlinelibrary.com.]

Figure 8. Hotelling’s T2 record on the first moving win-
dow of dynamic PCA.

Simulation condition: VARMA(1,1); on-line; j55%;

case No.5 5; AO. [Color figure can be viewed in the

online issue, which is available at wileyonlinelibrary.

com.]
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in detection of AOs. For IOs, the Hampel identifier becomes
incompetent in detecting them when a high autocorrelation
exists. The TSKF, PCA, and DPCA still obtain close results

Table 7. Innovational Outlier Detection Rate vð=%Þ for Data from VARMA (1,1) Processes

Amp

Amp

� �
On-Linea Off-Lineb

Case No. U X D TSKF DPCA(I) PCA(II) TSKF DPCA(III) PCA(IV)

1 0.0 0.0 3.2 5:0
5:0

� �
74.07 75.00 75.10 74.99 75.25 74.14

2 0:5 0

0 0:5

� �
0:5 0

0 0:5

� �
3.5 5:0

5:0

� �
77.78 75.40 74.70 75.13 74.99 75.04

3 0:5 0:5
0:5 0:5

� �
0:5 0:5
0:5 0:5

� �
3.5 5:0

5:0

� �
79.33 76.80 76.0 74.44 75.02 74.73

4 0:9 0:1
0:1 0:9

� �
0:9 0:1
0:1 0:9

� �
3.3 5:0

5:0

� �
75.11 76.30 76.40 75.58 74.28 74.84

aSimulation condition: N 5 1000; rep 5 100; MW 5 100.
bSimulation condition: N 5 10,000; rep 5 100; c599%.
(I) Parameter setting: a50:01; l 5 1; a 5 3.
(II) Parameter setting: a50:01; a 5 1.
(III) Parameter setting: a50:01; l 5 1; a 5 3.
(IV) Parameter setting: a50:01; a 5 1.

Figure 9. IO detection results obtained by the TSKF
method.

Simulation condition: VARMA(1,1); on-line; case No. 5 3;

N 5 1000. [Color figure can be viewed in the online issue,

which is available at wileyonlinelibrary.com.]

Figure 10. Hotelling’s T2 record on the first moving
window of dynamic PCA.

Simulation condition: VARMA(1,1); on-line; case No.53;

N 5 1000; IO. [Color figure can be viewed in the online

issue, which is available at wileyonlinelibrary.com.]

Figure 11. Raw plant data.

[Color figure can be viewed in the online issue, which

is available at wileyonlinelibrary.com.]
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in detecting IOs, but the computational cost of the TSKF
method is higher.

Plant Data Testing Results

In this section, an industrial dataset obtained from a chemical
plant is used to perform on-line testing of the TSKF method.

Two variables shown in Figure 11 have been selected
from the process dataset because outliers and dynamic
changes are present in both variables. The missing values
have been replaced with local means. While the second vari-
able shows many step changes, the first variable contains
dynamic responses caused by a series of step changes.

The model order selection is based on BIC for two variables,
as shown in Figure 12. Although Var1 and Var2 vary with
time, a model order of 1 or 2 suffice. In this case, we pick 2.

The on-line outlier detection process is carried out as fol-
lows: each variable is cleaned alone by the TSKF method and

the Hampel identifier. The results are plotted in Figures 13–
16. Compare Figure 13 with 14, we can see that the TSKF
method is able to detect more spikes between time points 200
and 300 than the Hampel identifier, and successfully replaces
an outlier shown at time point 700. Similar results can also be
found near time point 700 in Figures 15 and 16.

Conclusions and Future Work

In this article, a new method (TSKF) for outlier detection
has been proposed that is suitable for both univariate and
multivariate outlier detection in dynamic datasets. Both on-
line and off-line versions and related parameter tuning for
the new method have been given.

Different from the on-line filter-cleaner,19 the TSKF
method incorporates the Burg-type time series model fitting
algorithm, which ensures stability of the method when deal-
ing with ill-conditioned auto-covariance matrices in multi-
variate cases. In addition, neighboring normal points will be

Figure 12. BIC of raw plant data at single moving win-
dow.

[Color figure can be viewed in the online issue, which

is available at wileyonlinelibrary.com.]

Figure 13. The TSKF method for V1.

Simulation condition: D 5 5; MW 5 10; on-line testing.

[Color figure can be viewed in the online issue, which

is available at wileyonlinelibrary.com.]

Figure 14. The Hampel identifier for V1.

Simulation condition: MW 5 10; on-line testing. [Color

figure can be viewed in the online issue, which is avail-

able at wileyonlinelibrary.com.]

Figure 15. The TSKF method for V2.

Simulation condition: D51:5; MW 5 10; on-line testing.

[Color figure can be viewed in the online issue, which

is available at wileyonlinelibrary.com.]
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used to replace outliers instead of using imposed model pre-
dictive value. Moreover, obtaining model parameters directly
from the preliminary clean dataset has a lower computational
complexity in comparison with the procedure used in on-line
filter-cleaner (converting the original data to more compli-
cated matrices and applying reweighted MCD method to
estimate parameters).

Based on the simulation testing results, the TSKF method
outperforms the Hampel identifier and the dynamic PCA
method in AO detection in an ARMA(1,1) process and a
VARMA(1,1) process, respectively. Interestingly, for IOs,
the TSKF method although outperforms the Hampel identi-
fier in an ARMA(1,1) process, does not differ a lot from
PCA and DPCA in a VARMA(1,1) process, due to combin-
ing effects of interactions between IOs and system dynamics,
as well as contamination rate and outlier amplitude, as dis-
cussed in simulation section. It is worth mentioning that the
computational cost of the TSKF method is higher than the
PCA and DPCA method, which makes it a less competitive
choice.

Based on actual plant data testing results, the TSKF
method is able to detect more univariate outliers than the
Hampel identifier.

Last but not least, tests have been made on nonstationary
processes, in which the IOs will lead to permanent parameter
drifts and shifts, and the results of TSKF on detecting those
changes are not desirable. Thus, the method still needs to be
improved on dealing with such problems in the future work.
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Notation

a = Significance level

b = Mis-identification rate(Type I error)
c = Normal data estimation rate
D = Threshold for outlier identification
�t = white noise in the ARMA model
�t = white noise in the VARMA model
h = The autoregressive model coefficients
H = State transition matrix
j = Normal data estimation rate
l = Sample mean

r2 = Sample variance
v = Outlier detection rate
/ = The autoregressive model coefficients
U = Multivariate (vector) autoregressive model coefficient

matrix
X = Multivariate (vector) autoregressive model coefficient

matrix
AO = Additive outlier

AR(p) = Autoregressive model with order p
AIC = Akaike information criterion

Amp = Outlier size
ARMA(p, q) = Autoregressive moving average model with order p, q

ARIMA = Autoregressive integrated moving average model
BIC = Bayesian information criterion
i.i.d = Identically and independent distributed

IO = Innovational outlier
LS = Permanent level shift
m = Variable number in a given dataset

med = Sample median
MAD = Sample median absolute deviation

MVAR = Multivariate (vector) autoregressive model with order p
N = Observation number in a given sample dataset
np = Number of AR model parameters

rep = Repetition time
TS = Transient level change

VARMA(p, q) = Vector autoregressive moving average model with
order p, q
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APPENDIX

The on-line filter-cleaner procedure

Given a univariate process data sequence xtf gN
t51 at time t,

the filter-cleaner detects outliers on-line following steps

below19:

1. Choose a dataset xtf gM
t2M11:t with window size M.

2. Selection of AR order r.
3. Estimation of AR(r) model coefficient / based on the dataset

xtf gM
t2M11:t.

3.1. Estimate the mean l and variance c0 of xtf gM
t2M11:t

based on Hubers M-estimator.60

3.2. Form new multivariate datasets fXk
i 5 xi;ð

xi2kÞgM
i5t2M1k11ðk51; 2; :::; rÞ. Obtain a robust estimation of

the covariance matrix
ck

11 ck
12

ck
21 ck

22

" #
of the kth multivariate

dataset Xk
i 5 xi; xi2kð Þ

� 	M

i5t2M1k11
by the reweighted MCD

method.10,11,26 The kth autocorrelation coefficient

xk5ck
12=

ffiffiffiffiffiffiffiffiffiffiffiffi
ck

11ck
22

p
.

3.3. Estimation of AR(r) model coefficient / by solving
Yule–Walker equations:

xj5/1xj211/2xj221:::1/rxj2r; j51; :::; r (A1)

reformat Eq.A1

/5

/1

/2

�

/r

2
666664

3
777775;x5

x1

x2

�

xr

2
666664

3
777775;P5

1 x1 � � � xr

x1 1 � � � xr21

� � � �

xr xr21 � � � 1

2
666664

3
777775 (A2)

so that /5P21x, and the process model can be expressed as

zt5
l

12/12/22:::2/r

1/1zt211/2zt221:::1/rzt2r1et:

(A3)

4. Filter and clean the current data point xt.

4.1. Reformat the process model in the state-space form
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Zt5UZt211Ut (A4)

where

ZT
t 5 zt; zt21; :::; zt2r11½ � (A5)

UT
t 5 et; 0; :::; 0½ � (A6)

U5

/1 /2 � � � /r21 /r

1 0 � � � 0 0

0 1 � � � 0

� 0 � � � � �

� � � � � �

0 � � � 1 0

2
666666666664

3
777777777775

(A7)

4.2. The filter-cleaner computes robust estimates of the

vector Xt based on

Ẑt5UẐ t211 ~mtstW
xt2x̂t21

t

st


 �
(A8)

where ~mt5mt=s2
t , and ~mt is the first column of Mt

Mt115UPtU
T1Q (A9)

Pt5Mt2p
xt2x̂t21

t

st


 �
(A10)

where Q is a matrix with all zero entries except Q115r2
e .

s2
t 5m11;t.

x̂t21
t denotes a robust one-step ahead prediction of xt and

x̂t21
t 5 UẐ t21

� �
1
.

The psi-function,W and weight function,p are chosen to be:

W sð Þ5
s; jsj < 3

0; jsj � 3

(
(A11)

p sð Þ5 W sð Þ
s

(A12)

4.3. Finally, the cleaned data at time t is given by:

ẑt5 Ẑ t

� �
1

(A13)
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